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Zero-Knowledge

Needed always when participants are malicious

\

Insert ZK proofs

| know the meaning of life
—

... but | do not want to reveal it
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Interactive ZK

Blabla

\

Challenge
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Non-Interactive ZK




10/15/2012 Joint Estonian-Latvian Theory Days, 2012

NIZK: Requirements

witness input

Y

Correctness

Soundness
Zero Knowledge <——— Proven by simulation
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No NIZK In “standard model”

- Need simulator who can simulate
conversation without knowing witness

- Simulator must have some extra power
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CRS Model

- Parties have access to honestly generated
common reference string

- In simulation, simulator can generate CRS
together with trapdoor

- Does not rely on randon@racles
- [Abe Fehr 2007, Gentry Wichs 2011]:

- nonstandard assumptions needed to get either non-interactive
perfect zero-knowledge and sublinear communication

- Here: Knowledge assumptions, computational soundness
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Size vs. assumption

{Invited talk, Jens Groth, TCC 2012}
Risk AF07,GW11

random oracle CDS
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Our Results: NIZK for Subset Sum

Lang. |CRS length om. Prover’s Verifier’s
comp. comp.

Groth 2010 CSAT o(C|1»G oG O(IC|1)E O(ICDE +6(1)P

Lipmaa 2012 CSAT g(|c|*t°W)¢ oG O(/C|1HA  O(CDE +6e()P

This paper SS o(Is|*oW)e oG  o(|s|tHeWV)m e(shM + 6(1)P
One Many One Many
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Why NIZK for NPC?

- Efficient NIZK for NPC L => efficient NIZK for all NP
languages
- By reduction
- However, reduction “polynomial time” => usually not good enough

- Developed technigues are useful for other problems
- True in our case ©
- [Chaabouni Lipmaa Zhang, FC 2012]: range proof
- [Lipmaa Zhang, SCN 2012] : shuffle
- Current results can be used to speed up CLZ12
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Basic Arguments [Grol0, Lip12]

- Hadamard Product argument

Quadratic (Groth) CRS or

- Permutation argument Quasilinear (Lipmaa) CRS
Quadratic prover’'s comp

- Parallel machine mode
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Simpler Basic Arguments

- Hadamard Product argument

Quasilinear CRS
Quasilinear comp

- Shiftargument

Linear CRS
S Linear prover’s comp

- Simpler parallel machinme mode
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Subset sum (In Zy)

Common input: setS = (sy,...,5,) € Z,

- Task: prove you know @ = T < S, such that },;c,i =0
« ZK proof
- Task is to verify subset sum, not to compute!

Let ¢ be the characteristic vector of T

8371 -9350 2202 2424
. t _ 1 If E T -4188 -7308 -3884 -3853 9414 2401
. — Sl 7213 2355 [3987] -5205 -9382 -4014

1734 -s04s [1655] [7372] [ [¥25¢] [z a4ss
3463 2630 -4317 [2121] [5028]

3028 1777 3079 -6E2T

5956 (5758
4551 -5954 3623 545 8725
2743 -2401 -7459 -4B07 -1544 5725 4780 mmm 1335 mmmm -4609 -8927 -9484
239 -4556 9340 -3327 [3421][-582 m 1999@ [488B| 6486 [-276 -4116 2620 5541 -9683 -7822 [717 |[1728] 3008
-6223 [[2520] -984 8671 4441 1851 -8568 [7231|[-3662) -7415 [2244[4538] 228 5426 8277
3281 7650 -2057 [-9692)[-7137 7712 214 [8123] 7790 4330 -8250 -9561 8542 8415 -6937 9161 -3509
-6800 -GBS0 -7883 -3283 -89421 7700 8506 [6428][2285|[-7810][-6365 -2098 [8314] 8023 -4928 750  -5801
2071 3191 -9491 7554 -GE7E Q083 5464 5816 -5777 -5207 2061

Solution found. The selected subset has a sum ofzero.

Randomize Set | iFind Subset:




10/15/2012 Joint Estonian-Latvian Theory Days, 2012

Subset sum: Argument idea

-Leth =30t /b =sifs; €T, b; = 0 otherwise */
- Let ¢ be suchthat ¢; = %, b, dbechitofc J — ¢ |

- Committo £, b, ¢, d

- Prove in ZK that ¢ is Boolean /*fo 7 = i’/

- Prove in ZK that t is non-zero /* efficient */

- Prove in ZK that S o £ = E/

* Prove in ZK that ¢; = }.;,; b

- Prove in ZK that d is af L

» Check that @ = b+ d /* ¢, = by, ¢; = by+ciaq = X a1 by ¢ = X b
- Prove in ZK that ¢; = 0 /* easy */
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Product Argument

- Given commitments to @, b, ¢, prove in ZK that {¢; = a;b;}
- Based on [Lipmaa 2012]

- Uses a progression-free set A = (14, ..., 1,), 4, = o(n22v21og2m)

- Most expensive part in computation:

n (a;b '—Ci)xlli-l-/lj : xk . .
o Ilicg i 9™ ,given {g* k€ (4 + A0 # j}}

- [Lipmaa 2012]: can do idadditions and o(n22v2108: ) &g

: [ThIS paper]: Does not work with permutation argument
- Use Fast Fourier Transform to compute all exponents in

0 (nzzvz logz m logn) « n* multiplications in Z,

- Use Pippenger’s algorithm to compute multi-exponentiation by
doing o(n22v2 1082 ™) multiplications in elliptic curve group
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Shift Argument: Preliminaries

- Let

- e be bilinear map, e(g% g?) = e(g, )%

« A= (A4, ..., 1,,) be a progression-free set, A c {1, ..., N} for N < n?
v > A, be alarge integer
o be a secret key In previous papers, v =0

g, {g“ai} are given in CRS
- U\T A’i
Com(a;r) = (ga ) T, (g" )

- Note that log, Com(a;r) =ro’ + X, a;ot

ai
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Shift Argument: Brief Idea

. Let A = Com(d;r,) and B = Com(b; 1},)

- Consider “verification equation” e(4,g°)/e(B,g) = e(g, )
- After taking discrete logarithm of left side we get

o (rgo¥ + ¥ ai0t)o — (rpa¥ + X bijott) =

ZiT T y + E, (0)

i—1

\_Y_}

0, if the prover is honest E.(X) = z fod(X)
PpeD

X/li_1+1,X)ln+1 ¢ span 0))

- Prover proves he an represent log as F, (o) (for some
coefficients f)
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Conclusions

- NIZK proof for NP-complete language subset sum
- Based on two basic arguments, product and shift
- “NIZK programming language”
- Slightly modified commitment scheme
- Product argument:
- [Lipmaa 2012]. quadratic prover’s computation
- This paper: quasilinear complexity by using FFT, Pippenger’s multi-
exponentiation algorithm
- Shift argument:
- Completely new, linear complexity
- Replaces permutation argument (quadratic prover’'s comp.)
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Conclusions

- More efficient range argument:
- [Chaabouni Lipmaa Zhang 2012]: replace permutation with shift

- Decision knapsack argument:
- Combine subset sum argument with range argument

- [Lipmaa 2012] had Circuit-SAT argument with quadratic
complexity --- we showed one can do other NPC
languages with less work

- Question: how efficient direct NIZK one can build for
different NPC languages?
- In a concrete parallel machine model
- ... what are other nice basic arguments?



